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Flowrish as a family in the fullness of life. Feed the mind; free the imagination.
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Purpose:
The Internet is an essential element in 215t Century life for education and is a key part of school
curricula. It is, however, an open communications channel allowing information to be transmitted to
many locations in the world with very little restriction. The purpose of this policy is to:

o Ensure that pupils benefit from all learning opportunities offered by the internet.

o Ensure internet resources provided by the school are kept safe and controlled.

o Ensure that all staff and pupils have clear guidance on safe and acceptable use.

e Provide guidance to staff and pupils about the acceptable use of mobile technologies, both the

school’'s and personal items that are brought into school if applicable.

General:

e The ICT Coordinator and Head Teacher are responsible for the school’s e-safety.

e Sophos virus protection software is used and updated on a regular basis.

e The school uses appropriate firewall' content filtering systems through our internet provider,
ICT123 via businessband 6Mpbs with Exa Networks ADs|2+ broadband.

e The school works with ICT123 to ensure systems to protect pupils are subject to regular checks,
to ensure that filtering methods are appropriate, effective and reasonable.

o ICT123 are contracted to provide on a fortnightly basis

o general website maintenance o resolution of any wifi issues
o resolution of all connection issues o advice on purchasing equipment
o upload apps/software as required o computer club support
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Code of Practice:
The scope of this code covers fixed and mobile Internet; school PCs, laptops, i-pads and digital
video equipment. Any devices owned personally by staff or pupils but brought onto school premises
(such as mobile phones, camera phones, PDAs) is subject to the same requirements as technology
provided by the school.
The ICT Co-ordinator will monitor the effectiveness of the Code of Practice, particularly in the light
of new developments in technology.
Pupil access to the Internet is through a filtered service as described above. Parental permission
is sought from parents before pupils access the Internet - see also Related School Documents
Issued to Parents as listed on Page 3 and available from the School Office. The measures outlined
below are designed to ensure that children do not encounter upsetting, offensive or otherwise
inappropriate material on the Internet.
e Children using the Internet will be working in the presence of the class teacher or other
approved adult helper.
o Staff will check that sites pre-selected for children’s use are appropriate for their age and
maturity.
o Staff will be particularly vigilant when children are undertaking their own search and will ensure
that they are following an agreed search plan.
e Children will be taught to use e-mail and the Internet responsibly in order to reduce the risk to
themselves and others.
o Members of staff will be aware of the potential for misuse, and will be responsible for explaining
to pupils acceptable use and risks.
e Teachers will have access to pupils’ emails and other Internet related files, and will check these
on a regular basis to ensure expectations of behaviour are being met.
o Methods to quantify and minimise the risk of children being exposed to inappropriate material
will be reviewed in consultation with colleagues from other schools and advice from the LEA,
our Internet service provider and the DfES.

Pupils will be taught to tell a teacher immediately if they encounter any material that makes them
feel uncomfortable. Should an incident occur in which children are exposed to offensive or upsetting
material, the school will respond to the situation quickly and on a number of levels.
e The class teacher and Head Teacher will give appropriate support to the children. The
children’s parents will be informed and given an explanation of the course of action taken.
e The ICT Coordinator will report the URL (address) and content of unsuitable sites to the Internet
service provider and the LEA.
o All teaching staff will be made aware of the incident at the earliest opportunity.

It is important for children to realize that they are expected to play their part in reducing the risk of
viewing inappropriate material by obeying the rules of responsible Internet access. In particular:

e Pupils and staff consistently choosing not to comply with these expectations will be warned,
and subsequently, may be denied access to Internet resources. They will also come under the
general discipline procedures of the school.

o Pupils and staff using the Internet are expected not to deliberately seek out offensive materials.
If any pupils or staff encounters any such material accidentally, they should report it immediately
to the ICT Coordinator or Head Teacher in order that access to the site is blocked.

e Pupils are expected to contact only people they know or those the teacher has approved.

o They will be taught the rules of etiquette in email and are expected to follow them. Eg Pupils
may only use the approved e-mail accounts on the school system.

o Pupils must ask permission before accessing the Internet and have a clear idea why they are
using it.

o Pupils and staff should not access other people’s files unless permission has been given.



OXFORDSHIRE COUNTY COUNCIL

e Computers should only be used for schoolwork and homework unless permission has been
granted otherwise.

e No program files may be downloaded to the computer from the Internet. This is to prevent
corruption of data and avoid viruses.

e No programs on disc or CD Rom should be brought in by pupils from home for use in school,

although staff can seek permission from the Head. This is for both legal and security reasons.

No personal information such as phone numbers and addresses should be given out.

Uploading and downloading of non-approved software will not be permitted.

There will be no access to social networking/gaming from school equipment.

Pupils are advised that the use of social networking sites outside of school is inappropriate.

This is reinforced with educational materials.

o Pupils must not share their usernames or passwords with anyone.

Internet access and home/school links:

e Parents will be informed in the school prospectus that children are provided with supervised
Internet access as part of their lessons and will be kept informed of future developments by
letter and newsletter.

e Parents and children will be expected to sign a permission form before they begin using the
Internet to share responsibility with the school.

e Parents are required to inform the school if they have any objections to their child’'s work or
photographs being published. If the parent has not specified a wish for their child to be excluded
it will be assumed we have the parents’ permission

School Website:
o The website will be regularly checked to ensure that there is no content that compromises the
safety of pupils or staff.
e The publication of children’s work will be at the decision of the class teacher.
e The school website will avoid publishing the full names of individuals in a photograph.
e The school will ensure that the image files are appropriately named and will not use pupils’
names in image file names if published on the web.

Related School Documents Issued to Parents:
e Code of Conduct for Use of the School’s Internet/e-mail Facilities
e Data Protection Act
e Data we hold on pupils in school: Fair processing notice
¢ Internet Code of Conduct
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